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Course Code: TGS-2026064471

CASL - CompTIA PenTest+ Training
Funding Available: SkillsFuture Credit PSEA SFEC Absentee Payroll MCES

COURSE INFORMATION

Sessions
5 days

Duration
40 hrs

Level
Intermediate

Assessment
2 hrs

VENUE

12 Woodlands Square #07-85/86/87 Woods Square Tower 1, Singapore 737715. 5 mins walk from Woodlands

(NS9) MRT station.

The venue is disabled-friendly.
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WHAT'S THIS COURSE ABOUT

Topic 1: Planning and Scoping

Planning a pen test

Rules of engagement

Regulatory compliance

Resources and budgets

Impact and constraints

Support resources

Legal groundwork

Service provider agreements

Standards and methodologies

Environment and scoping considerations

Ethical mindset

Lab environment setup

Project strategy and risk

Scope vulnerabilities

Compliance-based assessments

Topic 2: Information Gathering and Vulnerability Scanning

Scanning and enumeration

Scanning and demo

Packet...

WHAT YOU'LL LEARN

By end of the course, learners should be able to:

LO1: Design a security testing plan aligning with organizational goals, integrating key methodologies for

vulnerability assessments.

LO2: Manage and implement vulnerability assessments, utilizing advanced threat modeling and source code

techniques.

LO3: Conduct authorized penetration tests on complex systems using advanced hacking methods.

LO4: Analyze incident data to identify emerging trends in vulnerability exploitation and hacking techniques.

LO5: Identify the organization's systems' susceptibilities to specific hacking techniques and attacks, refining

test plans to address emerging advanced hacking actions



TERTIARY COURSES

+65 6100 0613 | sales@tertiarycourses.com.sg Page 3 of 3

WSQ FUNDING

Full Fee S$3,000.00 Before GST GST S$270.00 9% of fee

Baseline Nett S$1,770.00 SG/PR age 21+ · 50%
funded · incl. GST

MCES / SME Nett S$1,170.00 SG age 40+ · 70%
funded · incl. GST

CERTIFICATION

Certificate of Completion from Tertiary Courses - Upon meeting at least 75% attendance and passing the

assessment(s), participants will receive a Certificate of Completion from Tertiary Courses.

OpenCerts from SkillsFuture Singapore - After passing the assessment(s) and achieving at least 75%

attendance, participants will receive an OpenCert (aka Statement of Achievement) from SkillsFuture

Singapore, certifying that they have achieved the Competency Standard(s) in the above Skills Framework.

REGISTRATION

https://www.tertiarycourses.com.sg/casl-comptia-pentest-training.html

SCAN TO REGISTER

SUPPORT

Email: sales@tertiarycourses.com.sg

Tel: +65 6100 0613

WhatsApp: https://wa.me/6588666375

https://www.tertiarycourses.com.sg/casl-comptia-pentest-training.html

